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Congratulation!!! Facebook Lottery Winner

The Problem

o Extensive Numbers of Phishing Emails
received to UC Merced accounts

***STUDENT JOB OFFER***

o Little to no training on how to recognize
phishing emails

Dear Customer,

oWorried about undergraduates, in particular, | | o _
. . . . You will not be able to send/receive more emails until you visit the below help-desk portal link to restore
CI |Ck| ng the I|n kS d nd com prom |S|ng the System Click Here to upgrade to Outlook 2018 to aveid suspension.

HelpDesk

o Some phishing attempts have been very Copyright 2013
sophisticated 201.286.2331

Aftention:

An Attempt has been made to Your Account from a new computer. Please kindly Update your account to prevent
deactivation. To Confirm Your E-mail Account CLICK HERE: to update.

System Administrator




The Plan

oHow can phishing emails be detected?

oUncover what features of a phishing email are
most likely to deceive receivers

oTwo approaches:

o Created a machine learning based phishing
classifier

o Simulated phishing attackto get human
responses

The Recorded Future Team. (2018, March 14). Machine Learning: Practical Applications for Cybersecurity [Blog post]
Retrievedfrom: https://www.recordedfuture.com/machine-learning-cybersecurity-applications/




Evolution of the Plan

Plan:

oCollaborate with IT to collect all the phishing
emails the University had on file in order to
create phishing classifier

Road Blocks:

olnitiating a Collaboration with IT Department
o Suspected of being a phishing attack

o Dean Zatz helped connect us with them

o Very small amount of data to work with
o Collected more phishing emails

htti://www.ioti.com/iot-strateii/&internet—thinis-roadbIocks



Evolution of the Plan

Plan Evolution:

o Planning Simulated Phishing Attack
o Write a proposal and focus our goals

o Create own phishing emails to send

Road Blocks:

o IRB exception needed?

o Course project versus research on human
subjects

> Consulted Dean Zatz on protocol

Ly
£

htti://seuss.wikia.com/wiki/FiIe:Fish.ini



Phishing Simulation

o Collaborated directly with Nick Dugan, Deputy CIO
and Chief Information Security Officer from the IT
Department

oHad software to create simulated phishing campaign

o 2 Base emails
o Three alteration emails for each

o Variations on emails
o SpellingErrors

o Number of Links
o Signature Block Errors

oSent each email to 200 separate Undergraduates

o Gathered information on click rates for 1 week

Dear Customer,

Due to a security update on our server, non-active accounts will be shut
down.Inorderto keepyouraccount active, please validate your email
account by clickingonthe link within 48 hours.

Please Click here to validate your UC Merced Email account.

This message will be available in your Secure Message Center until
04/18/2018.

Best Regards,
Department of Information Technology
University of California, Merced

Mailing address changed successfully

Hello,
We just wanted toletyou know thatyour University mailing address was
recently changed on Thursday, 12 April 2018 3:32 AM.

Don't recognize this activity?

If you did not make this change, please contact us urgently forassistance.
Students and applicants

. Contact our Student Support Team

Staff, contractors, alumni and visiting academics

e  Contactour Staff Service Centre

More contact details can be foundhere.

Regards,

Support Services Center
Information Technology Department
University of California, Merced



http://it-ops.secuirty.net/malware.asp?k=1780a4e04f6edee14adaad7989011ccd18948fcc&training_id=398&group_id=5014&target_id=
http://it-ops.secuirty.net/malware.asp?k=8286b5290aaa8cbe58681defefb92d92cd63e92c&training_id=398&group_id=5015&target_id=
http://it-ops.secuirty.net/malware.asp?k=8286b5290aaa8cbe58681defefb92d92cd63e92c&training_id=398&group_id=5015&target_id=
http://it-ops.secuirty.net/malware.asp?k=8286b5290aaa8cbe58681defefb92d92cd63e92c&training_id=398&group_id=5015&target_id=

Results of Simulated Phishing

Title Start End Created Targets Fail Rate Status

Completed Campaigns

Mailing address changed - spelling errors Apr12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:22 PM 200 22 11.00% Complete
Mailing address changed - sig block Apr12,2018 10:00 AM Apr 19,2018 10:00 AM Aprl11,2018 8:21 PM 200 20 10.00% Complete
Mailing address changed - extra links Apr12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:20 PM 200 30 15.00% Complete
Mailing address changed - control Apr 12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:19 PM 200 28 14.00% Complete
Account validation required - spelling errors Apr 12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:18 PM 200 24 12.00% Complete
Account validation required - sig block Apr 12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:17 PM 200 14 7.00% Complete

Account validation required - extra links Apr 12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:16 PM 200 26 13.00% Complete

Account validation required - control Apr12,2018 10:00 AM Apr 19,2018 10:00 AM Apr11,2018 8:15 PM 200 26 13.00% Complete




Percent of Students who Clicked per Phishing Features
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Percentage of People Who Have Clicked the Link
as Time Passes
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m p a Ct Of SI m u ‘ ate d From: Ann Kovalchick <oitcommunications@ucmerced.edu=

Date: Apr 25, 2018 11:10 AM

D h i S h i n g P rOj e Ct Subject: Phishing Alert: Important Information About a Current Attack

4/25/2018

Dear Campus Community,

o An email went out from Associate Vice Chancellor &
Chief Information Officer warning students about phishing

In the last hour, the Office of Information Technology has received
attaCkS numerous reports of a sophisticated phishing attempt hitting UC
Merced inboxes. The message appears to come from the Chancellor
with the subject line "Updated Information on Policies and Practices.”

9/19/2017 Please note that THIS IS NOT A LEGITIMATE MESSAGE. If you receive it,

please do NOT click on the .pdf attachment the message contains.

- If you have already received the message and have attempted to open
G'::“:”:I ml:'rrl |r-|':;| al'id Thﬂ r'll": }“:'L-I. the .pdf, please contact the OIT Help Desk at 228-HELP so that we can

assist you in reviewing your workstation and email account.

. . _ . _ As the sophistication of these attempts increases, so must our campus
This was a phishing attempt. Please disregard the email. community’s vigilance about email security. In the case of this email
you can see that though the message appears to come from the
Chancellor, it arrives via an external email address, has numerous
punctuation mistakes, and is not typically formatted. These are all

WE ha""'rE pGSt Ed alertS 'D r'l F'a CEbDGk EH"IE' T1|I|'|'I'|-ttE|"I signs you should watch out for before clicking on attachments.

Thank you again for your assistance as we work together to limit the
risk of these fraudulent messages to our campus.

Ann Kovalchick
Associate Vice Chancellor and Chief Information Officer
Office of Information Technology




Phishing Classifier Code

— Jupyter
pﬂltHon




What We Learned Overall

o Projects Evolve
o If things don't work out, try something else

o Collaborate with outside sources
o People are willingto help

o Sometimes you need someone higher up to
help push through the road blocks

o We can be part of some small change and
social awareness as we work together
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